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SUPPLIER CODE OF CONDUCT AND ETHICS 
 

Objective: This Supplier Code of Conduct ("Supplier Code") sets forth the principles and 

considerations for entities or individuals who deliver goods or services ("Supplier") to or on 

behalf of 4G INGENIERIA. In this document, the term Supplier also includes independent 

contractors and subcontractors who provide goods or services for or on behalf of 4G 

INGENIERIA. 

 

4G INGENIERIA does not approve of illegal or unethical behavior by its Suppliers, 

contractors, and partners; it selects its Suppliers through a fair procurement process. This 

Code of Conduct and Ethics details the minimum required standards and complements the 

terms and conditions of Suppliers' purchase contracts with those of 4G INGENIERIA. This 

Code of Conduct does not exempt the Supplier from its financial responsibility, from 

exercising good practices, and from obtaining guidance related to business conduct. 

 

Professional Requirements: 4G INGENIERIA is required to comply with various laws, 

regulations, and professional standards to maintain independence with respect to clients, 

which may also affect Suppliers. Where applicable, 4G INGENIERIA will guide Suppliers 

regarding these requirements. Additionally, 4G INGENIERIA will conduct Due Diligence 

questionnaires for Suppliers to evaluate the relationship with 4G INGENIERIA. If 

necessary, the Supplier must provide information to 4G INGENIERIA to assist with this 

process. 

 

Principles Governing the Supplier Code 

 

Ethics and Integrity: Suppliers must not engage in any illegal or unethical process and are 

expected to maintain fair business practices. Furthermore, they must commit to providing 

tools that allow their employees and contractors to report incidents related to unethical 

behavior. 

 

Corruption: Suppliers must not offer or accept bribes, nor should they influence a third 

party to offer or receive bribes on their behalf. It is prohibited to offer, give, solicit, or 

receive any type of bribe or kickback; to offer or provide any object of value to a third party 

for an inappropriate purpose or to gain an unfair advantage; and to offer incentive 

payments. Likewise, Suppliers must make reasonable efforts to prevent bribery in all its 

forms and support efforts to combat corruption. 

 

Gifts and Entertainment: Suppliers must not offer, accept, or solicit gifts, entertainment, 

and hospitality that could be considered a subterfuge for a bribe or if they are deemed to 

improperly influence decisions or impair their business objectivity. 
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Money Laundering and Sanctions: Suppliers must not participate in activities, conduct 

business, or enter into agreements that could directly or indirectly involve 4G 

INGENIERIA in money laundering or terrorist financing activities. Suppliers must comply 

with applicable laws and trade control regulations in the import, export, and transfer of 

goods and services. 

 

Use of Inside Information: Suppliers must not engage in trading, transactions, or 

speculation using non-public and confidential inside information obtained from their 

relationship with 4G INGENIERIA. 

 

Conflicts of Interest: Suppliers must not allow prejudice, conflicts of interest, or 

inappropriate third-party influences to override their professional judgment and 

responsibilities. Nor should they engage in transactions that may create a conflict of interest 

with respect to the supply of goods and/or services. Suppliers will immediately inform 4G 

INGENIERIA of any potential conflict of interest regarding business with 4G 

INGENIERIA. 

 

IT Security, Privacy, and Confidentiality: Suppliers must at all times take the necessary 

measures to protect, collect, and properly handle confidential and personal information, 

including physical and electronic assets obtained from 4G INGENIERIA or 4G 

INGENIERIA's clients. This information will be used strictly for the purpose for which it 

was provided. Suppliers will immediately inform 4G INGENIERIA in case of any incident 

involving unauthorized access, disclosure, or (potential) loss of such information, 

including, but not limited to, theft, damage, destruction, attempted cyberattack, 

ransomware, etc. 

 

Human and Labor Rights 

Suppliers must maintain a workplace characterized by professionalism and respect for the 

dignity of each collaborator/worker and each person with whom their collaborators/workers 

interact; they must treat all workers with dignity and respect and must not subject them to 

degrading conditions; nor should they tolerate discrimination; they must foster a culture and 

workplace where equal opportunities for all are promoted and they must not tolerate 

harassment, threats, or retaliation for reporting harassment. 

 

Suppliers must not participate in or support human trafficking or slavery and must not use 

forced or involuntary labor, nor demand work or service from a person under threat or 

coercion. Suppliers must not exploit child labor, nor should they hire underage workers. 

Suppliers must respect the right of workers to freedom of assembly and may not prevent 

workers from legally organizing and joining associations. 
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Suppliers must conduct background checks or verifications of their workers to ensure their 

integrity and good reputation. Candidates and workers are expected to be evaluated based 

on their ability to perform the job. 

 

Suppliers must comply with all applicable regulations regarding the working conditions of 

their collaborators (salaries, hours, benefits), including, but not limited to, laws, 

regulations, and standards related to the payment of the legal minimum wage or a wage that 

complies with local industry standards. 

 

Supplier Diversity: Suppliers commit to fostering diversity in businesses by including 

women-owned, indigenous-owned, minority-owned, and LGBT-owned businesses in their 

operational chains. 

 

Health and Safety: In addition to complying with minimum legal and regulatory 

requirements for working conditions, Suppliers must provide a safe and healthy work 

environment and comply with current health and safety laws. 

 

Environment: Suppliers are committed to improving energy efficiency and reducing the 

consumption of natural resources, including energy (electricity and heating), water, and 

fuel. Suppliers are encouraged to use ecological innovations and practices that reduce 

negative environmental impact. Suppliers must take reasonable steps to comply with 

environmental laws to minimize greenhouse gas emissions and hazardous pollutants, where 

applicable. Suppliers are expected to make efforts to eliminate or reduce waste levels (both 

solid and residual) generated. 

 

Responsible Business Practices 

Suppliers must not subcontract services or activities they perform that may directly affect 

the delivery of goods and services to 4G INGENIERIA or its clients without the prior 

written approval of 4G INGENIERIA. When Suppliers subcontract certain activities in 

relation to services provided to 4G INGENIERIA, Suppliers must supervise the 

subcontracted party to ensure compliance with the Suppliers' contractual obligations and 

this Supplier Code. 

 

Import of Materials: Ensure the legal entry of import purchases. Imports will adhere to 

the laws and procedures instituted by the Mexican Government, customs agencies, and 

payment of tariffs. 

 

Social Media: Suppliers must not act or speak on behalf of 4G INGENIERIA, represent 

themselves as 4G INGENIERIA, or express any viewpoint attributable to 4G 

INGENIERIA, unless expressly authorized by 4G INGENIERIA. 
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Legal: When there is a conflict of terms between the Supplier Code and the Supplier's 

contract with 4G INGENIERIA, 4G INGENIERIA's contract will take precedence to the 

extent legally permitted. 

 

Violations of the Supplier Code are taken seriously and must be reported as soon as the 

Supplier becomes aware of them. In the event of any violation of this Supplier Code, 

recommendations may be given or corrective action plans may be required; or 4G 

INGENIERIA may choose not to work with the Supplier and even terminate the contract. 

Violations can be reported directly to your procurement representative, any other 4G 

INGENIERIA collaborator with whom the Supplier feels comfortable discussing the 

matter, or through the REPORTING MECHANISM, which is contained in our NOM-035 

Policy. 

 

REPORTING MECHANISM 

Contained in the NOM-035 Policy 

 

Treating each other with kindness, respect, and courtesy fosters the environment, which is 

why we are obliged to address our co-workers, superiors, subordinates, visitors, suppliers, 

and clients in this way at all times. To identify actions that do not comply with this 

guideline, we maintain a physical suggestion box located in the hallway leading to the 

ground floor restrooms on Floor 1 and next to the management office on the upper floor, 

Floor 1, through which anonymous reports, complaints, and improvement comments can be 

made, or by scanning the QR code located on the same boxes at the top. We also have a QR 

code placed on Floor 2, at the entrance to the restrooms; and a QR code at the security 

booth. The review of these reports will be handled strictly by the company's 

MANAGEMENT. You can also do so via email to the address: 

culturalaboral@4gingenieria.com 
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